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Joan K. Archer, Ph.D. 
SENIOR COUNSEL 

Joan is a member of Husch Blackwell’s Food & Agribusiness team. With extensive 
experience representing numerous companies within the industry, she advances the 
corporate goals of animal health and food and agribusiness clients, particularly in 
the areas of business and business litigation; intellectual property and intellectual 
property litigation; brand management; advertising and website counseling; and 
anti-counterfeiting campaigns. Her deep background also extends to matters 
involving technology and life sciences; chemical distribution; business seminars; 
marketing and advertising; and wine distribution and sales. Also, she is uniquely 
qualified to advise footwear, fashion and other consumer goods companies on 
business, intellectual property, product design and packaging issues. Clients seek 
her counsel in order to manage and protect assets and maximize rewards.  

Her work on behalf of food and agribusiness industry clients has included: 

- Obtaining favorable settlements in two breach of contract/covenant-not-to- 
compete actions involving an animal health company. 

- Obtaining a favorable settlement on behalf of an agricultural seed coating 
company in a trademark infringement case. 

- Litigating a major Robinson-Patman Act antitrust case on behalf of a cattle 
growth implant manufacturer, achieving favorable results. 

- Obtaining a favorable settlement on behalf of a wine and spirits distributor 
in a breach of duty of loyalty and Computer Fraud and Abuse Act case. 

- Securing a favorable settlement in a trade dress infringement case 
involving the shape and color of a national dog treat. 

Before joining Husch Blackwell, Joan was a litigator at another Missouri-based 
AmLaw 200 firm, where she started an animal health, life science and agricultural 
team. She has more than 20 years of experience at firms in the Kansas City area.  

Representative Experience 

 Obtained favorable settlements in two breach of contract/covenant-not-to- 
compete actions involving an animal health company. 

 Served as first-chair in a complex chemical exposure product liability case on 
behalf of the primary distributor of the chemical and obtained a favorable 
outcome. 

 Obtained a favorable settlement on behalf of a wine and spirits distributor in a 
breach of duty of loyalty and Computer Fraud and Abuse Act case. 

 Obtained a favorable settlement on behalf of an agricultural seed coating 
company in a trademark infringement case. 

 Litigated a major Robinson-Patman Act antitrust case on behalf of a cattle 
growth implant manufacturer and achieved favorable results. 

 Obtained favorable settlements in action brought against part suppliers seeking 
reimbursement of costs associated with litigation and a product recall due to the 
defective parts. 

 Secured a favorable settlement in a trade dress infringement case involving the 
shape and color of a national dog treat. 

 Obtained a favorable settlement in a breach of contract claim made on behalf of 
national seminar company.  
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 Managed an anti-counterfeiting campaign for a major retailer. 

 Received summary judgment in a substantial business litigation matter on behalf of a Kansas-based limited liability company.  

 Served as lead counsel in several trademark infringement cases that resulted in favorable settlements for financial services 
clients. 

 Represented the American Society of Composers, Authors and Publishers (ASCAP) and the Recording Industry Association 
of America in several copyright infringement matters.  

 Conducted detailed product review for a major national footwear retailer and a major athletic footwear brand, including name 
and design clearance. 

 Served as first-chair for several trademark opposition matters before the U.S. Patent and Trademark Office and the 
Trademark Trial & Appeal Board. 

 Received a settlement for defendant, an Internet marketer in a trademark infringement action, following a preliminary 
injunction hearing.  

Awards & Recognitions 

 Kansas Bar Association, Intellectual Property Lawyer of the Year, 2012 

 Kansas City Business Journal, Best of the Bar, 2009-2013 

 Martindale-Hubbell AV Preeminent  

 Missouri & Kansas Super Lawyers, Intellectual Property Litigation, 2009-2012;Top 50 Women, 2011-2012 

Professional Associations & Memberships 

 American Bar Association, Section of Litigation 

− Pretrial Practice & Discovery Committee, Co-chair, 2011-present 
− Intellectual Property Litigation Committee, Internet and Computer Litigation Subcommittee, Co-chair, 2006-2008; 

Trademark Litigation Subcommittee, Co-chair, 2008-present 
− Special Committee on Jury Innovations, 2009 
− Expert Witness Committee, Co-chair, 2008-2011 
− LexisNexis Advisory Board, 2012-present 

 Association of Women Lawyers of Greater Kansas City 

 Earl E. O’Connor American Inn of Court, former board member and Co-chair G. Thomas Van Bebber Ethics in Litigation CLE 

 International Trademark Association, Enforcement Committee, Opposition and Cancellation Standards and Procedures 
Subcommittee, 2012-present 

 Kansas Bar Association 

 Kansas City Metropolitan Bar Association, Federal Court Advocates Section 

 The Missouri Bar 

 Round Table Group, Trademark Law 

 U.S. District Court, District of Kansas, Bench Bar Committee, 2005-2008 

Civic Involvement 

 City of Countryside, Kan., City Attorney, 1997-1998 

 Folly Theater, Board of Directors, 2004-2010; President, 2007-2009 

 KC Animal Health Investment Forum, 2013 

 Leadership Overland Park, 2000 
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Admissions 

 Missouri, 1993 

 Kansas, 1992 

 U.S. District Court, District of Kansas, 1992 

 U.S. District Court, Western District of Missouri, 1993 

 U.S. Court of Appeals, Eighth Circuit, 1997 

 U.S. Court of Appeals, Tenth Circuit, 2000 

Clerkships 

 The Hon. Fred N. Six, Kansas Supreme Court, 1992-1994 

Education 

 J.D., University of Kansas School of Law, 1992 
Kansas Law Review, Managing Editor and staff member, 1990-1992 

 Ph.D., Communication Studies and Jury Behavior, University of Kansas, 1991 

 M.A., Communication Studies, Wayne State University, 1984 

 B.A., Speech Communication, Gonzaga University, 1982 

Publications & Presentations 

 Co-author, “Ten Tips for Dealing with Discovery Bullies,” American Bar Association’s Women Advocate Newsletter, 2012 

 Author, “Enforcement of Trademark Rights on the Internet: Nuts and Bolts Tools to Help Protect Against Infringement,” 
American Bar Association CLE, June 2012 

 Author, “Joint Defense/Common Interest Privilege in Kansas,” The Journal of the Kansas Bar Association, January 2006 

 Author, “Effective Oral Argument,” Missouri Organization of Defense Lawyers, July 1998 

 Author, “Oral Argument,” Kansas Bar Association’s Kansas Appellate Practice Handbook, second edition, 1998 

 Author, “Comment, Communication and Psychology Variables: Reasons to Reject the Summary Jury Trial as an Alternate 
Dispute Resolution Technique,” University of Kansas Law Review 1071, 1991 

 Moderator, “The War of the Roses: Apple v. Samsung – Implications for Innovation and Intellectual Property Law,” American 
Bar Association, annual meeting, August 2013 

 Moderator, “Bullied Bully: Effective Intellectual Property Enforcement and Responses in the Age of Fan Fiction, Trolls and 
Viral Landscape,” American Bar Association Litigation Section, April 2013 

 Speaker, “Internet Privacy Law: Now What?”  National Business Institute seminars, April 2013 

 Speaker, “Trademark, Brand and Design Protection Update,” Association of Corporate Counsel,  Mid-America Chapter, 
October 2012; Las Vegas Chapter, April 2013 

 Speaker, “Applying the Rules of Evidence,” National Business Institute seminars, January 2013 

 Moderator, “Managing Ethical Tension Between Controlling Legal Costs and Ethical Obligations: Thoughts from the 
Trenches,” Association of Corporate Counsel, Mid-America Chapter, November 2012 

 Speaker, “Effective Use of Financial Experts: Adding Value to Your Client’s Expert Witness Investment,” Lorman Educational 
Seminars, August 2012 

 Speaker, “Ten Tips for Dealing with Discovery Bullies,” American Bar Association Sound Advice Audio Library, July 2012 

 Speaker, “Enforcement of Trademark Rights on the Internet: Methods to Protect Intellectual Property Online,” American Bar 
Association, Litigation Section, Intellectual Property Litigation Section, Chicago, Ill., June 2012 

 Speaker, “Intellectual Property Traps for the Unwary and How to Avoid Them,” University of Kansas School of Law, April 
2011 
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Leveraging and Protecting 
Trademarks in a Global Marketplace

By Joan K. Archer Ph.D.

What is the purpose of trademark 
law in the U.S.?

To protect consumers.  
15 U.S.C.§22 et seq. (Lanham 
Act)
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Trademarks, Service Marks and 
Trade Dress
 Trademark – Any word, name, symbol or design, or any 

combination thereof, that identifies and distinguishes 
the source of goods of one party from those of others
̶ Source indicator

̶ Quality assurance for consumers

̶ Embodies goodwill and brand awareness

 Service Mark – Same as a trademark, except 
distinguishes services rather than goods

 Trade Dress – product configuration; overall look and 
feel
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Nontraditional Trademarks
 Sound 

 Color

 Fragrance 

 Motion
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Trade Dress

 Product Design

 Product Packaging

 Website Layout

Trademarks, Service Marks and 
Trade Dress Has Substantial Value

 Assets with monetary value

 Drive sales and consumer loyalty

 Assist consumers in differentiating products and services 
and symbolize goodwill

 Therefore, trademarks, service marks and trade dress 
should be treated like any other important asset through:
̶ Registration

̶ Police against infringement, especially in the Internet age
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Registration Around the Globe

 Protect your marks at home by registering them
 Protect your marks around the globe by registering them 

and doing so early because the world’s economy is 
becoming increasingly global

 If you do not register, you may be 
̶ The victim of an extortion campaign
̶ Sued for trademark infringement or 
̶ Be subjected to administrative adjudication and fined 
̶ In the most egregious cases, be subjected to criminal 

prosecution

Example: Apple iPad

Internet Infringement Matters 
Because:

1. People are stealing your 
business

2. Your mark may become 
unprotectable

3. Your goodwill may be eroded 
or your brand tarnished
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How Do I Protect My Brand from 
the Online Invasion?

Be systematic in policing 
your marks – Do not 
stick your head in the 
sand—Instead devise a 
battle plan 

How Should I Prioritize Trademark 
Protection Strategies?
 High Priority

̶ Direct infringement by competition

̶ Direct domain name infringement

̶ Keyword/adword infringement
* See Rosetta Stone, Ltd.  v.  Google, 676 
F.3d 144 (4th Cir. 2012)

̶ Use of mark with illegal or immoral activity
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How Should I Prioritize Trademark 
Protection Strategies?
 Moderate Priority

̶ Posted content that includes infringement of a 
trademark or other intellectual property (may 
be high priority in some circumstances)

̶ Parked websites designed solely to generate 
click through revenue
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How Should I Prioritize Trademark 
Protection Strategies?

 Lower Priority

̶ Mark is used with an unrelated business

̶ Mark use first appears low on the list of 
Internet search results

How Do I Determine which 
Enforcement 
Strategy is Warranted?

 Do nothing

 Send cease and desist letter

 File suit to preserve jurisdiction – hold service 
and send cease and desist letter

 File suit and seek TRO and/or preliminary 
injunction
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What is a gTLD?

Generic Top Level Domain
Examples: .Bank (fTLD Registry Services (US)) 

and AE/AP Dotsecure,Inc. (AE/AP))

.Loan (dot Loan Limited (GI/Euro))

.Food (Lifestyle Domain Holdings, 
Inc. (US), Wild Orchard, LLC 
(US) and Dot Food (US))

.Sucks (several)

.Terra (Telefonica S.A. (Es/Euro))

Why should I care about gTLDs?

Because:
 If consumers use them it could 

hurt your business
 One more infringing avenue
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What do I do?

 Consider registering your marks 
with the Trademark Clearinghouse.  
For more information see:  
http://newgtlds.icann.org/en/

Questions?

Joan K. Archer, Ph.D.
Attorney
Husch Blackwell, LLP
4801 Main Street, Suite 1000
Kansas City, MO 64112
Direct:  816.983.8191
Joan.Archer@huschblackwell.com
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William B. Kircher 
PARTNER 

A member of the firm’s Technology, Manufacturing & Transportation team, Bill has 
more than 30 years of experience assisting clients in national and international 
intellectual property matters, including litigation, licensing, application drafting, 
prosecution and counseling.  

Awards & Recognitions 

 The Best Lawyers In America, Copyright Law, Patent Law, Trademark Law, 
1991-2014 

 Kansas City Business Journal, Best Intellectual Property Lawyer in Kansas City 

 Martindale-Hubbell AV Preeminent 

 Missouri & Kansas Super Lawyers, Intellectual Property, 2005-2009 

Professional Associations & Memberships 

 American Bar Association 

 American Intellectual Property Law Association 

 Kansas City Metropolitan Bar Association 

 Lawyers Association of Kansas City, Young Lawyers Section, President 

Civic Involvement 

 University of Missouri-Columbia, Dean of Engineering Advisory Council 

Admissions 

 Missouri, 1965 

 U.S. Patent and Trademark Office, 1963 

 U.S. District Court, District of Kansas, 2000 

 U.S. District Court, Western District of Missouri, 1965 

 U.S. Court of Appeals, Federal Circuit, 1983 

 U.S. Supreme Court, 1965 

Education 

 J.D., Catholic University of America, Columbus School of Law, 1965 

 B.S., University of Missouri-Columbia, 1960 

Publications & Presentations 

 Author, “Kansas Trademark Law Changes,” chapter, International Trademark 
Association 

 





 

Husch Blackwell LLP 

 
 
Kansas City, MO 
Direct: 816.983.8237 
Fax: 816.983.8080 
nathan.oleen@huschblackwell.com 

Industries 
Manufacturing 
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Nathan E. Oleen 
ASSOCIATE 

As a member of the Technology, Manufacturing & Transportation team, Nathan 
focuses his practice on all areas of intellectual property law, including patents, 
trademarks, copyrights and trade secrets. Nathan represents clients with patent and 
trademark application drafting and prosecution (both domestic and foreign) and 
opinions relating to a variety of intellectual property matters, including trademark 
clearance and registerability, patentability, freedom to operate, noninfringement, 
and invalidity. He also has extensive experience in drafting and negotiating 
technology and software license and development agreements. 

Prior to his legal practice, Nathan gained valuable industry experience from multiple 
engineering internships with Caterpillar Inc. and AGCO Corp. and as an integral 
member of three international championship student design teams. 

Professional Associations & Memberships 

 American Bar Association 

 American Society of Agricultural and Biological Engineers  

 Kansas City Metropolitan Bar Association  

 The Missouri Bar 

Civic Involvement 

 Big Brothers Big Sisters of Greater Kansas City 

Admissions 

 Missouri, 2006 

 U.S. Patent and Trademark Office, 2006 

Education 

 J.D., University of Missouri School of Law, 2006 

 B.S., Biological and Agricultural Engineering, Kansas State University, 2003 
ASAE National Student Engineer of the Year 

Publications & Presentations 

 Speaker, “Protecting Intellectual Property: What Every Engineer Needs to 
Know,” American Society of Agricultural and Biological Engineers, Kansas City, 
Mo., July 2013 
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Going on the Offense Against 
Patent Assertion Entities
By Bill Kircher and Nathan Oleen

What are Patent Assertion Entities 
(PAEs)?
 Entities that are primarily in 

the business of asserting 
patents for technology they 
do not practice

 Do not manufacture products 
or supply services

 Also known as “Patent Trolls”

.

All Patent Owners

NPEs

PAEs
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Business Model of the Typical PAE

 Acquire software and business method patents

 Assert patents against multiple software vendors and 
users (small and large)

 Demand settlement

 Threaten suit in favorable forum (e.g., Eastern District of 
Texas)

Dramatic Increase in Suits Filed by 
PAEs

Source: RPX Corporation 

Percentage of Patent Suits Filed by PAEs and Non‐PAEs
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If the Trend Continues
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Impacted Industries
Counterparties by Industry faced with Business Method Patents by PAEs

Source: PatentFreedom
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Strategies for Going on the Offense

 Declaratory Judgment Action (District Court)

 Ex Parte Reexamination (USPTO)

 Post Grant Review (USPTO)

 Inter Partes Review (USPTO)

 Transitional Program for Covered Business Method 
Patents (USPTO)

 RICO Claims (District Court)

Declaratory Judgment Action
 Allows the party accused of infringing to select venue to gain “home-

field advantage”

 May ask court to determine non-infringement, patent invalidity, and 
unenforceability

 PAE will almost certainly file counterclaim for infringement

For Invalidating Patent

Grounds Broader: Novelty, nonobviousness, 
unpatentable subject matter, 
indefiniteness

Burden of Proof Higher: Clear and convincing evidence

Evidence Broader: Patents, publications, public use, 
on-sale activity, other public disclosures, 
expert witness testimony, etc.
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Ex Parte Reexamination

 USPTO essentially recompletes the examination process

̶ After the initial request, only the patent owner and 
UPSTO are involved

 Can be filed anytime during life of patent

For Invalidating Patent

Grounds Narrower: Only novelty and 
nonobviousness

Burden of Proof Lower: Preponderance

Evidence Narrower: Only patents and publications

Post Grant Review

 Quasi-litigation

 Must be filed within 9 months of a patent’s grant

 Relatively quick proceeding – concluded with 12-18 months

For Invalidating Patent

Grounds Broader: Novelty, nonobviousness, 
unpatentable subject matter, 
indefiniteness

Burden of Proof Lower: Preponderance

Evidence Broader: Patents, publications, public use, 
on-sale activity and other public 
disclosures
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Inter Partes Review

 Quasi-litigation

 May be filed any time after:
̶ 9 months have passed since grant of patent, or 

̶ once any Post Grant Review is completed, whichever is 
later

For Invalidating Patent

Grounds Narrower: Only novelty and 
nonobviousness

Burden of Proof Lower: Preponderance

Evidence Narrower: Only patents and publications

Transitional Business Method

 Only applicable to patents claiming a business method

 Must be real party in interest

 Standards and procedures like Post Grant Review

For Invalidating Patent

Grounds Broader: Novelty, nonobviousness, 
unpatentable subject matter, 
indefiniteness

Burden of Proof Lower: Preponderance

Evidence Broader: Patents, publications, public use, 
on-sale activity and other public 
disclosures
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RICO Claims

 Many accused parties are considering civil claims under 
the Racketeer Influenced and Corrupt Organizations Act 
(RICO)

Current Legislation

 Update on legislation begin considered by Congress
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Questions?

Nathan Oleen
Attorney
Husch Blackwell, LLP
4801 Main Street, Suite 1000
Kansas City, MO 64112
Direct:  816.983.8237
Nathan.Oleen@huschblackwell.com

Bill Kircher
Partner
Husch Blackwell, LLP
4801 Main Street, Suite 1000
Kansas City, MO 64112
Direct:  816.983.8160
Bill.Kircher@huschblackwell.com
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Related Services 
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Stanley B. Baker, D.V.M. 
SENIOR COUNSEL 

In order to advance a cutting-edge process or product, companies turn to Stan for 
discriminating patent and trademark advocacy that uniquely blends veterinary and 
chemical engineering principles. A member of the Food & Agribusiness team, he 
brings on-the-ground knowledge as a doctor of veterinary medicine and a patent 
attorney to the specialized intellectual property needs of the animal health business 
sector, from legacy corporations to startup innovators. In addition, his problem-
solving capability is applied in domestic and international patent prosecution for 
mechanical, chemical, medical device, pharmaceutical and material science 
discoveries. He also vigorously guards his clients’ trademarks and secrets by 
conducting infringement and invalidity analyses and rendering opinions on critical 
issues.  

With respect to commercialization, Stan is known for an efficient management of 
intellectual property portfolios, aiding clients in licensing matters and conducting due 
diligence reviews for investment entities. He also works closely with inventors to 
prepare and prosecute chemical and mechanical patent applications before the U.S. 
Patent and Trademark Office and international patent offices.  

Before joining the firm, Stan practiced at Kutak Rock, FSB FisherBroyles and 
Summa Additon & Ashe. He was the first general patent counsel for Microban 
Products Co. in Huntersville, N.C. 

Professional Associations & Memberships 

 American Bar Association 

 American Intellectual Property Law Association 

 American Veterinary Medical Association 

 Arkansas Bar Association 

 Arkansas Alternative Energy Commission, Commissioner, 2009-2012 

 Green Valley Development, Board of Directors, 2009-2012 

Admissions 

 Not admitted to practice in Missouri 

 Arkansas, 1993 

 North Carolina, 1998 

 U.S. Patent and Trademark Office, 1992 

Education 

 J.D., University of Arkansas School of Law, 1992 

 D.V.M., University of Georgia, magna cum laude, 2008 

 B.S.Ch.E., University of Arkansas, 1990 
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Everything You Do NOT Want to Know  
Trade Secret Trojan Horse

By Stan Baker

Trade Secrets
 General Concepts
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Trade Secrets

 Can be extremely valuable
̶ Not time limited like patents

̶ Can be the entire basis for a 
business

̶ Inherent understanding they 
should be protected and kept 
from competitors

̶ Security Programs to prevent 
loss

Trade Secrets
 Trade Secret protection is NOT just 

about keeping your secrets safe

 Should also guard against illicit receipt 
of other’s trade secrets
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Negative Impacts

 Knowledge of other’s trade secrets can…

• Raise questions regarding misappropriation

• Serve as a basis for challenging patents

• Hinder ability to trade public securities

• Implicate someone in a criminal conspiracy

• Negatively effect the value of a company prior to investment 
or sale

Legal Worries

 Contract
̶ TS and “confidential information” can overlap but not the 

same thing

̶ Often not separately defined

̶ Often not properly identified
 Totality of the Circumstances

 Lot of gray area

 Fertile ground for litigation
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UTSA

 Uniform Trade Secrets Act – provides a framework 
for identifying trade secrets and protecting them

 Adopted by 47 states (NY a notable exception)

 Although “uniform” each state has its own unique 
provisions

UTSA

 “Trade secret" means information, including a formula, 
pattern, compilation, program, device, method, 
technique, or process, that: 

 (i) derives independent economic value, actual or 
potential, from not being generally known to, and not 
being readily ascertainable by proper means by, other 
persons who can obtain economic value from its 
disclosure or use, and

 (ii) is the subject of efforts that are reasonable under the 
circumstances to maintain its secrecy.



5

UTSA

 “Misappropriation" means: 
̶ (i) acquisition of a trade secret of another by a person 

who knows or has reason to know that the trade secret was 
acquired by improper means; OR

̶ (ii) disclosure or use of a trade secret of another without 
express or implied consent by a person who…
 at the time of disclosure or use, knew or had reason to know 

that his knowledge of the trade secret was [not authorized or 
improperly obtained]

UTSA

 Mere acquisition of TS information can trigger relief 
under the UTSA.
̶ Monetary damages

̶ Injunctive relief

̶ Attorney’s fees

̶ Collateral damage (engineering work for new product line; 
marketing campaigns)
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Patents With A Fatal Disease

 Patents can be exceptionally valuable
̶ Exceptionally expensive, esp. if 

international

̶ Form the basis for many businesses

 Derivative inventions are not 
patentable
̶ Listed inventor is not the “real” inventor

 Protect R&D team from contamination 
and be able to PROVE it

We are from the FBI.  Can we ask 
you a few questions???
 Industrial espionage – always valuable…not 

uncommon… some say rampant!

 Economic Espionage Act of 1996 (18 U.S.C. 1831 and 
1832) 

 Individual penalties include up to 15 yrs in prison and 
$5,000,000

 Organizations can be fined up to the greater of 
$10,000,000 or 3 times the value of the stolen trade 
secrets 
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Locked up in Foggy Bottom

 The Arms Export Control Act and the International Traffic 
in Arms Regulations (ITARs)

̶ Administered by the State Department

̶ Addresses technology with military or defense applications

 Broadly defined technology categories

 Covers “US only” sales; not just exports 

ITAR Prosecutions

 US v. Roth: Univ. of TN electrical engineering professor 
sentenced to 4 years for allowing PRC national graduate 
students access to ITAR technology

 Also covers foreign national employees: US vs. Liu –
employee took laptop to a conference in China



8

Treasury and Commerce Regs.

 Commerce Dept.:  Export Administration Regulations 
(EAR) govern the export of dual use items and their 
technology (i.e., items that have both commercial and 
military applications, such as computers or pathogens)

 Treasury Dept.: oversees trade sanctions, embargoes 
and travel restrictions through its Office of Foreign 
Assets Control (OFAC)

Looking Under The Hood

 The “value” of a business is of utmost importance 
both for private and public companies.

 Questions will arise during Due Diligence for M&A or 
IP Audits

 What should you do???
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Vaccination Against 
TS Contamination

Vaccination Against TS 
Contamination
 Be Pro-Active!!  Mostly common sense but make sure 

procedures are in place

 Employee confidentiality agreements
̶ Make sure they cover 3rd party information, not just your 

information

̶ Reporting requirements 
 for Information they receive that they reasonably believe to be 

confidential 

 in case of unsolicited receipt of information
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Vaccination Against TS 
Contamination
 Appoint a “Confidentiality Czar”

̶ A program for handling 3rd party information is not much 
good if there is no person to make sure it is implemented

 Compartmentalization

̶ Particularly with product development

 Idea submission agreements

̶ Isolate tech review people from development people

 Avoid “form” non-disclosure agreements

Emergency Triage

 Have a information control “crash cart” in place in case 
of TS contamination
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Crash Cart

 Notification tree

 IT forensics
̶ Trace storage and access of computer information

̶ Isolate information

̶ Confirm removal of data from system

 Legal assessment

Questions?

Stan Baker, DVM
Husch Blackwell, LLP

4801 Main Street, Suite 1000
Kansas City, Missouri  64112

816.983.8296
Stan.Baker@huschblackwell.com
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Robert J. Bowman 
ASSOCIATE 

As a member of the Technology, Manufacturing & Transportation industry team, 
Bob counsels clients in a wide range of intellectual property matters. He assists 
clients in obtaining and securing United States and international intellectual property 
rights through patent prosecution, trademark prosecution and applying for copyright 
registrations. Once a client has obtained intellectual property rights, Bob assists 
clients in managing their intellectual property holdings, as well as maintaining and 
enforcing their rights. Bob also drafts many intellectual property-related agreements 
for clients, including, patent and trademark licenses and assignments, software 
licenses, software development agreements, and web site terms of use and privacy 
policies. 

Prior to becoming an attorney and joining the firm, Bob was a structural engineer 
consulting in the commercial construction industry. This experience has been 
invaluable in Bob’s patent practice, helping him visualize and break down complex 
interaction and placement of elements into their component parts. He is a licensed 
professional engineer in California and Colorado. 

Representative Experience 

 Drafted and prosecuted patent applications for numerous clients. 

 Obtained trademark and copyright registrations for numerous clients. 

 Provided maintenance services for numerous clients’ patent and trademark 
registrations. 

 Analyzed domain name, trademark and copyright issues for numerous clients. 

 Worked on licensing, development, linking, hosting and related agreements for 
numerous clients.  

 Obtained the transfer of domain names through Uniform Domain Name Dispute 
Resolution Policy (UDRP) proceedings. 

Professional Associations & Memberships 

 American Bar Association 

 Kansas City Metropolitan Bar Association 

Civic Involvement 

 Boys Hope Girls Hope of Kansas City, Junior Board Member 

Admissions 

 Missouri, 2008 

 U.S. Patent and Trademark Office, 2008 

Education 

 J.D., University of Iowa College of Law, 2008 

 M.S., Civil Engineering, Colorado State University, 2005 

 B.S., Civil Engineering, Marquette University, cum laude, 1999 
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Kris Kappel 
ASSOCIATE 

As a member of the Healthcare, Life Sciences & Pharmaceuticals industry group, 
Kris focuses her practice in patent, trademark and copyright prosecution, e-
commerce and technology licensing with particular emphasis on biochemical and 
chemical patent prosecution. Her practice includes client counseling, preparation 
and prosecution of patent and trademark applications; proceedings before the 
Board of Patent Appeals and Interferences, the Trademark Trial and Appeal Board, 
and the Internet Corporation for Assigned Names and Numbers; foreign patent and 
trademark protection; licensing of intellectual property rights; infringement, validity, 
patentability, due diligence and freedom to operate studies; and intellectual property 
acquisition, portfolio management and protection. Kris also drafts and negotiates 
complex agreements related to software licensing, software and web development, 
joint development, patent and technology licensing and confidentiality. 

Kris has prepared and prosecuted patents in the energy and biofuel fields, including 
microbe-enhanced oil recovery and natural gas production from deep wells, 
conversion processes of gases to synthetic oil and conversion processes of algae 
to biofuel.  

Kris represents clients in a variety of other technologies, including biotechnology, 
polymer film technologies, agricultural chemistry, chemical compounds, 
compositions and processes, software, healthcare and mechanical devices. 

Professional Associations & Memberships 

 Association for Women Lawyers of Greater Kansas City 

 Kansas City Metropolitan Bar Association, Intellectual Property Section 

 The Missouri Bar 

Civic Involvement 

 Niles Home for Children, Board of Directors, 2005-present 

Admissions 

 Missouri, 2005 

 U.S. Patent and Trademark Office, 2010 

 U.S. District Court, Western District of Missouri, 2005 

Education 

 J.D., University of Missouri-Kansas City School of Law, 2005 
TWA Environmental Law Scholarship 
University of Missouri-Kansas City Student Government Association Superior 
Court, Chief Justice 
Urban Lawyer, Articles Editor 

 B.S., Kansas State University, 1998 

 

  



Husch Blackwell LLP 

Publications & Presentations 

 Co-author, “Patent, Trade Secret Strategies for New Companies,” Ingram’s, July 2013 

 Co-author, “Patent Rights for International Markets, Pt. II”, ibNEWS, Volume 3, No. 6, October 2006 

 Co-author, “Patent Rights for International Markets, Pt. I”, ibNEWS, Volume 3, No. 5, September 2006 

 Co-author, “Public Comments on Changes to New Source Review Under the Clean Air Act,” Environmental Law Report, 
February 2004 

 Speaker, “Intellectual Property 101,” Kauffman Foundation, March 2010 

 



1

© Husch Blackwell LLP 1

Data Privacy and Security

By Bob Bowman and Kris Kappel

Obligations When Collecting 
Customer Personal Information
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United States v. “Rest of the World”

 Except for certain industries, U.S. has few restrictions on 
how you collect or use a persons personal data for 
commercial purposes

 Rest of the World adopting position that privacy of personal 
data is a fundamental human right and collection and use is 
subject to the Owner’s consent
̶ Europe, Canada, Mexico

 Rest of the World is incorporating privacy principles 
directed toward providing individuals notice as to what 
information is collected and how it will be used in order for 
the individual to determine whether he or she consents to 
such use of his or her personal information prior to 
providing his or her information

United States

 State By State Basis
 Generally, No Restriction on Collection and Use of a Person’s 

Personal Information
̶ Major Exceptions:
 Medical Services
 Education Industry
 Financial Institutions, Products, Services
 California, Utah

 Generally, All States Require the Holder of Information to 
Notify Persons Upon a Data Security Breach 

 Website and Customer Privacy Policies Are Generally Good 
Customer Relations and Provide Some Defensive Position
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United States

 California
̶ If collecting party will distribute collected information to third 

party for direct marketing purposes, then must provide 
notice and, upon request, provide information to consumer 
regarding what information was disclosed and to whom

̶ Private Right of Action

̶ Class Action Suits:  Complying with notice requirement in 
Privacy Policy  as defensive measure

United States

 Utah
̶ If collecting party going to distribute collected information to 

third party for direct marketing purposes, then the collector 
must provide notice

̶ Private Right of Action
 No Class Action Status

 Include notice of Utah Citizen’s Rights on Privacy Policy as 
safe guard of private suit
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European Union

 European Privacy Directive:  These regulations apply to 
the collection, use, disclosure, and transfer of personal 
data by organizations in the private sector 

 Each Member State Has Its own Enactment of the 
Directive

European Union

 “Personal Information” is any information concerning an 
identified or identifiable individual

 No Business Card Exemption
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European Union

 EU has essentially taken the position that personal 
information is the individual’s property and third parties 
may not process this information without the data 
subject’s consent

 “Processing” of personal information means: collection, 
recording, organizing, storing, adapting, altering, 
retrieving, consulting, using, disclosing by transmission, 
dissemination, and some other identified activities

European Union
 Restrictions on Data Collector

̶ Must obtain an individual’s consent prior to collecting and storing 
personal information

̶ Transfer of personal data  outside the EU generally prohibited
 Exceptions
 Safe Harbor
 Certain contractual performance conditions
 outside country ensures an adequate level of protection of privacy 

rights (Canada)
 The United States does not provide protections adequate to be an 

approved “third country.”
 Express Consent

̶ Example:  A European Customer located in the EU that provides 
information related to a consumer transaction or “request for information” 
through a website of a U.S. company with servers in the U.S.
 This violates the directive without the company  obtaining express 

consent or safe harbor status
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European Union

 Restrictions on Data Collector
̶ Proportionality
 Only collect the information necessary

 Only keep the collected information for as long as necessary 
to complete services

̶ Provide data subject the ability to review information held 
and correct or remove information

̶ Adequate security safeguards to prevent unauthorized 
access by outside parties

Canada

 Canadian privacy law applies to every organization that 
collects, uses or discloses personal information from 
individuals in Canada in the course of commercial 
activity
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Canada

 “Personal Information” defined broadly to include 
“information about an identifiable individual”  

 Business Card Exemption:  personal information does 
not include the name, title, business address or 
telephone number of an employee of an organization
̶ EMAIL ADDRESS NOT INCLUDED IN EXEMPTION

Canada

 Obligations on Information Holder:

̶ Information holder must provide the individual privacy 
policy before information is gathered and the organization 
is held accountable to comply with the representations in 
its privacy policy

̶ Information holder must give individuals the right to view, 
correct, and update personal information held by the 
organization

̶ Canadian privacy law includes requirements for securing 
personal information in a commercially reasonable manner
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Mexico

 Mexican privacy regulations apply to the collection, use, 
disclosure, and transfer of Personal Data in Mexico by 
organizations in the private sector

 “Personal Data” is any information concerning an 
identified or identifiable individual

Mexico
 Obligations On Data Collector:

̶ Any company or individual that processes personal information 
must provide the individuals a privacy notice prior to collecting 
such information

̶ Must obtain an individual’s consent prior to collecting and storing 
the information

̶ Must allow individuals to access information held by an 
organization, update or correct the information, and revoke 
consent or object to a particular use

̶ Must designate a person or department that is responsible for 
responding to requests or inquiries related to the organization’s 
processing of personal information

̶ Must also implement and carry out an internal written data 
security policy and document management and retention policy
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Take Away

 Remainder of the World is moving toward restricting the 
flow and trade of “Personal Information”

 In global marketplace, compliance with local privacy laws 
should be considered

 Compliance is on a case-by-case basis.  Enforcement 
has not been widespread

 Consider limiting the data collected to what is required to 
complete the transaction

 Notice, Consent, Contact and Security

 If you have concerns, please contact one of us

Data Security and Privacy Issues in 
Cloud Computing 
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10 Privacy and Security Challenges

How Does It Work?

Multiple networks and large groups of 
servers with specialized connections to 
spread data-processing chores across them. 
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Hosting Options

̶ Private Cloud
 Services are provided over a cloud computing platform 

that is implemented within the company’s corporate 
firewall, under the control of the company’s IT 
department

̶ Public Cloud 
 Services made available to users on demand via the 

Internet from the vendor’s servers as opposed to being 
provided from the client’s own on-premises servers

Community Cloud

• A structure used by a community of 
users from a particular organization or 
association

• May be owned, managed, and operated 
by one or more of those organizations, a 
third party, or some combination or may 
exist on or off premises
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Hybrid Cloud

• A cloud that combines two or more cloud 
deployment models (private, community 
or public) 

• Cloud model includes proprietary 
technology that enables proprietary 
information and application portability

Who Is Hosting?

Is the vendor hosting the system or is a third party 
agent of the vendor actually running the server?  

In either example, a third party controls, and has 
access to, your proprietary information.
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Ecosystem of Cloud Security and 
Privacy

Security  Privacy 

Confidentiality 

Integrity 

Availability 

 

 
Privacy-preservability 

Accountability 

Vulnerabilities 

Threats 

Defense 

Security and Privacy Issues

• Security warranty? Security policy?
• Confidentiality Provisions – Include a standard higher 

than “reasonable” care
• Business continuity and data recovery policies?
• Audit – either SAS 70 or SSAE 16 (newer standard)
• Industry standard security requirements should be in 

policy and met in audit
• If there is a third party host, there is no privity of 

contract
• Third party outages
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Uptime/Downtime Concerns

 Using a third party service provider for hosting 
provides you with less control over outages

 What is the uptime availability?

 When and how often is scheduled maintenance

 Online support?

 Fixes?

 Turnaround time?

Seven Recommendations for 
Providers
1. Identify what kind of and how much personal 

information your organization handles
2. Understand obligations and risks
3. Engage senior management in developing a privacy 

policy
4. Draft a privacy policy
5. Establish a way to measure the success of privacy 

policy
6. Educate employees
7. Oversight of privacy policy
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New Federal Text Message 
Marketing Rules

New Federal Text Message 
Marketing Rules

 FCC New Prior Express Written Consent Requirement:
̶ Prohibits a person from initiating or causing to initiate a text 

message advertisement or engaging in a telemarketing 
communication to a mobile phone using an automated 
dialing system

̶ Exception:  Must Have Recipient’s Express Written 
Consent
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New Federal Text Message 
Marketing Rules
 Written Consent Must Include Notice:

̶ that the person authorizes the seller to deliver or cause to 
be delivered to the signatory telemarketing messages 
using an automated telephone dialing system; and 

̶ that the person is not required to sign the agreement as a 
condition of purchasing any property, good or service

 For Online and Mobile Subscriptions, include click-thru 
authorization

Questions?

Kris Kappel
Attorney
Husch Blackwell, LLP
4801 Main Street, Suite 1000
Kansas City, MO 64112
Direct: 816.983.8373
Kris.Kappel@huschblackwell.com

Bob Bowman
Attorney
Husch Blackwell, LLP
4801 Main Street, Suite 1000
Kansas City, MO 64112
Direct: 816.983.8395
Bob.Bowman@huschblackwell.com
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Social Media: Legal Issues In 
The Work Environment
By Wade Kerrigan

Agenda

 Overview of Issues and Laws

 Types of Media

 Corporate Responsibilities

 Employment Relationship

 Policies and Practices
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Overview

 Social media is pervasive and permanent
̶ Who owns it
̶ Who can access and control it

 State and federal laws and regulations
̶ SEC rules for public companies
̶ FTC rules for advertising
̶ NLRB rules on employee communications
̶ EEO laws and regulations

 Privacy expectations

Types of Social Media in Workplace

 Facebook

 Twitter

 LinkedIn

 Employer or employee owned
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Corporate Obligations

 Must ensure that employees do not disclose insider 
information
̶ Intentionally or inadvertently

 SEC Report April 2, 2013
̶ Companies can disclose information on social media as 

long as shareholders are aware of the sites where the 
information will be published

Corporate Obligations

 Protection of confidential information
̶ Consider if have agreements with third parties requiring the 

protection of confidential information

 Customer and client privacy
̶ Hospital staff

̶ Professional services companies

 Disclosure of company affiliation if posting positive 
information on product
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Employment Relationship

 Hiring
̶ Cannot require access to applicant’s accounts

̶ Should you research background on social media
 For what purpose and what will you do with it

̶ Cannot make decisions based on legal activities
 Cannot “unknow” what you saw
 Applicant has sued two prior employers

 Applicant has serious health issues

 Applicant is strong advocate of issue against your values

Employment Relationship

 Current Employees
̶ Should managers be “friends” or “followers” with 

subordinates

̶ Can employee posts and tweets be the basis of discipline

 NLRB has taken aggressive stand against any policy 
that interferes with employees’ “concerted activity”
̶ Applies to union and non-union employees 
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Employment Relationship

 What is “concerted activity”
̶ Employee discussions of the terms and conditions of their 

employment

 Concerted activity
̶ “My boss is a jerk, she’s made me stay til 8:00 every night and 

won’t let me put in for overtime”
 “Yeah, my boss does the same thing”

 Not concerted activity
̶ “This company sells junk and the boss doesn’t care”

Employment Relationship

 Employee postings cannot be discriminatory, harassing 
or defamatory

 Social media does not have special status
̶ If could not send out a written press release of the posting, 

not permitted to do so on social media

 Posting may show fraud or misconduct
̶ Pictures at the golf course while on FMLA leave
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Employment Relationship

 Social media in litigation

 Employers are allowed to obtain account information that 
may be relevant
̶ Comments on how much money employee will get

̶ Postings showing that employee was looking for another 
job, not seriously depressed, etc.

Policies and Practices

 Social media policy should
̶ Focus on protecting company’s product and information

̶ Educating employees about social media

̶ Emphasizing expectations of professionalism

 Social media policy should not
̶ Have broad statements prohibiting discussion of company 

issues

̶ Prohibit discussion of pay information



7

Policies and Practices

 Managers should not ask for access to or routinely check 
employee personal accounts
̶ If sees something of concern manager should not respond 

on account

 Company should have a designated person to whom any 
questionable postings are reported and who should 
handle any response

 For company owned accounts, define what happens on 
employee departure

Questions
Wade Kerrigan
Partner
Husch Blackwell, LLP
4801 Main Street, Suite 1000
Kansas City, MO 64112
Phone: 816.983.8248
Wade.Kerrigan@huschblackwell.com
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